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MOJIUTUKA
B OTHOIIEHHH 00paloTKH MHGOPMALHH H NEPCOHAIbLHBIX JAHHBIX
B cermenTe ¢enepasbHOl rocyaapcTBeHHoN HHpOPMaIHOHHOH CHCTEMBI
«Eannas uadopMmannonnas 6a3a no peajuzanuu MepPONpPHATHI, CBA3aHHBIX €
obecneyeHneM 0e30MaCHOCTH JOHOPCKO# KPOBH H €€ KOMIIOHEHTOB, Pa3BHTHEM,
opraHH3aunMeil H Mponarangoi JT0HOPCTBA KPOBH H €€ KOMIIOHEHTOB)

Onpenenenns

AyTeHTHHKAUMS OTOPABHTEAS [JAHHBIX — IOATBEPKICHHE TOTO, HYIO OTIPABHTEINb
IOJIYYEHHBIX JaHHBIX COOTBETCTBYET 3ajABICHHOMY.

BezonacHocTs uHHpOpPMANHH, B TOM 4YHCIe MOEPCOHAJLHBIX [AHHBIX — COCTOSHHE
3AMUIEHHOCTH HE(GOPMAIIHH, B TOM 9HCIIE IEPCOHATBHBIX JaHHEIX, XapaKTEPH3yeMoe CIIOCOOHOCTRI0
MOTB30BaTENEl, TEXHHYECKHX CPEACTB W HMHGOPMALMOHHBIX  TEXHOJNOrHE  ObecrednTh
KOH(HIEHIMATBHOCT, LEIOCTHOCTh H JOCTYIHOCTh MH(OpMAIMH, B TOM HTHCIE MEPCOHATBHBIX
JaHHEIX, IpH ¢ 00paboTke B HHGOPMAHOHHEIX CHCTEMAaX.

BJloKHpOBaHHe HH(OpPMANHH, B TOM 4MCJIe MEPCOHANbLHBIX NAHHBIX — BPEMCHHOC
npekpaimienre 06paboTkH HHpOpMalkK, B TOM YHCIC NEPCOHAIBHBIX MAHHBIX (3a HCKIIOYCHHEM
ciIy4aeB, ecii 06paboTka HeoOXxoAuMa UL YTOYHEHHA uHbopManyn).

Bupyc (KOMNbLIOTEpPHBIH, POrpAMMHDIN) — HCIIONHACMEIH OPOrpaMMHBIM KOJ HIIH
WHTEPIpPETUPYEMbii Ha00p HHCTPYKIHH, obnmagaroluif CBOMCTBAMH HECAHKIIMOHHPOBAHHOTO
pacrpocTpaHeRust U camoBocmpouspesienus. Co3faHHBIC nyONMHKaTBl KOMIIBIOTEPHOrO BHpYCa HE
BCErJia COBMANAIOT ¢ OPHTHHAIOM, HO COXPAHSIOT CHOCOOHOCTE K JNabHEHIEMY paclpOCTPaHCHHIO H
CaMOBOCIIPOH3BEICHHIO.

BpenoHocHasi mnporpaMma — TpOTpaMMa, —IpeJHA3HaueHHas ULl OCYINECTBICHHA
HECAHKIIHOHMPOBAHHOIO JOCTYIIA H (MJIM) BO3ACHCTBHA Ha 3aIIMIIACMYO HHGOPMAIIHIO HIIM PECYPCHI
HH(OPMAIHOHHOH CHCTEMBIL.

3ampmaemas HHQopManusa — HHGOpMAIH, SBIAIOMAICT MPEAMETOM COOCTBEHHOCTH H
OJUTeXaInas 3alMTe B COOTBETCTBHH ¢ TpeGOBAHMAME IPABOBBIX NOKYMCHTOB HIIH TpeGOBaHUAMH,
YCTAaHABIMBAEMEIMH COOCTBEHHHUKOM HH(OPMAIIHH.

WpenTaduKanus — IPACBOCHHE CyOBeKTaM M 00beKTaM J0CTyna unenTaduKaropa U (M)
CpaBHEHHE NIPEABSBIIAEMOTO HASHTAQHKATOPA C EPEYHEM IPHCBOCHHBIX HIEeHTH(OHUKATOPOB.

HMu¢opMaTHBHBIH CHIHAJ — SEKTPHYECKHE CHTHAIIbI, AKYCTHHICCKHE, JICKTPOMArHHTHEIC 1
Apyrae (u3M¥ecKue IOJdA, IO HapaMeTpaM KOTOPEIX MOXCT OBITH pacKpbiTa KOHGHICHUHMAIBHASA
ur(opManus (IEPCOHANBHBIE JAHHbIE) 00pabaThiBacMas B uH(OpMAIHOHHOH CHCTEME.

HndopManuonHas cCHCTeMAa — COBOKYIHOCTE COMEPXKAIIAXCS B 6a3ax JaHHBIX HH(OPMAIIHH,
B TOM 4HHCIE NEPCOHANBHLIX MAHHEIX, W OOECTEYHBAIOMMHUX €€ 06paboTKy HH(POPMALKMOHHBIX
TEXHOJIOTHH B TEXHHYECKHX CPEJICTB.

WndopManHoHHbIE TEXHOJOIHH — IIPOLECCH], METOJIBI IIOHCKa, cGopa, XxpaHeHH, 06paboTKH,
IIPENOCTABEHHS, PACIPOCTPAHEHNs WH(pOpMAuA H crroco6Bl OCYLIECTBICHAS TaKUX MPOIECCOB H
METO/IOB.

HMcTouHuK yrpo3bl GesonacHocTn mH(popManun — CyOBeKT J0CTyNa, MaTepHalbHEIH 00BEKT
Wi (QU3MYECKOe ABJICHHE, ABJLIOMACCH OpUYMHON BO3HHUKHOBEHHS YTPO3BI Oe30macHOCTH
uH(OpMAITHH.

KonduaennuansHocTh HHGOpMaumd, B TOM 9HCIe  MEPCOHAILHBIX AAHHBIX —
ofs3aTenbHOE WA COBMIONCHHS ONEPATOpOM MM WHBIM MOTYYUBIIEM JOCTYHI K HHGOpMaLHH
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(mepcoHaNBHEIM JaHHEIM) JHIOM TpeGOBaHHE HE JIOIYCKATh MX paclpocTpaHeHHe 0e3 COracus
cyOBeKTa IepCoHaNbHEIX JaHHBIX HIIH HAJHYHs HHOTO 3aKOHHOrO OCHOBAHHS.

MeskceTeBoili 3KpaH — JOKaTbHOe (ONHOKOMIIOHEHTHOE) MIM  (DYHKIMOHAILHO-
pacrpe/ie/ieHHOe IIPOrpaMMHOe (IIPOrpaMMHO-aNapaTHOE) CPENCTBO (KOMIUICKC), pealli3yiomee
KOHTpOMb 32 HH(pOpManueil, nocrynaromeli B HHOPMAIMOHHYIO CHCTEMY H (HJIM) BBIXOASINCH U3
HHPOPMAIHOHHON CHCTEMBI.

Hapymurens OezomacHocTH HH(pOpMamMH, B TOM 4YHC/IEe NEPCOHATBHBIX JAHHBIX —
(u3nYeckoe MHIO, CIYYaHO WM NPEAHAMEPEHHO COBEPLIAOLIEE ACHCTBHSA, CICACTBHEM KOTOPBIX
ABNIAeTCA HapylIeHWe GesomacHocTH HHGOpMAnWM (TEPCOHANBHBIX JAaHHBIX) IpH HX o0paboTke
TEXHHYECKHMH CPEACTBaMH B HH(POPMAIIHOHHEIX CHCTEMAX.

HecaHKIHOHHPOBAHHLIH HOCTYn (HeCAHKIMOHHPOBAHHBIE [EHCTBHH)— JOCTYN K
uadopManuu WM JedcTBHSA ¢ HH(pOpManueld, Hapymaromye IpaBHIa pasTpaHMYCHHA AOCTyIa C
HCIIOIB30BAHHUEM IITATHRIX CPEJICTB, MPEIOCTABIAEMbIX HHPOPMAMOHHBIMU CHCTEMaMH.

Hocutesab uugopManun — ¢usndeckoe THIO HIH MaTepHAIbHbIi OOBEKT, B TOM HYHCIE
¢uznyeckoe mone, B KOTOPOM HH(POpMAlMs HaXOIUT CBOE OTPAKCHHUE B BHJE CHMBOJIOB, o0pa3o0B,
CHTHAJIOB, TEXHHYECKHMX DEIEHHI ¥ MPOLECCOB, KOJIMUCCTBEHHBIX XaPaKTCPHCTHK (H3HICCKUX
BEJIHYHH.

OGe3THYHBAHNE NEPCOHANBHBIX AAHHBIX — JCHCTBHA, B PE3yNbTaTeé KOTOPBIX CTAHOBHUTCS
HEBO3MOXKHEIM 0e3 HCIOJNB30BaHMS JIONOJHHUTENLHON HH(OpMAaNW{ ONpEACTHTE NPHHAICKHOCTD
TIePCOHANBHEIX JAHHBIX KOHKPETHOMY CYOBEKTY NepCOHANBHBIX JAHHBIX.

OGpaGorka nHdopMamun (IEPCOHANBHLIX JAHHBIX) — J000E NeHCTBHE (omepanus) HIH
COBOKYITHOCTH effcTBui (Onepaliuif), CoBepIIaeMbIX ¢ HCIIONB30BAHHEM CPEJICTB aBTOMATH3AINH I
6e3 MCIOJB30BAHAS TAaKHX CPECTB ¢ MHGOpManuell (IepCOHATBHBIMM IaHHBIMM), BKITHOHAd cbop,
3aIEch, CHCTEMATH3AlMIO, HAKOIICHWE, XPaHCHHE, YTO4HEeHHe (OGHOBJICHHE, H3MCHCHHE),
W3BlICYEHHE, WCIONb30BaHHE, mepefady  (pacmpocTpaHEHHE, — MPEIOCTABICHHE, JIOCTYTI),
o06e3uIuBanKe, GIOKHPOBAHME, YATCHNHE, YHHITOXKEHHE HHYOpMAIMH (IePCOHATBHEIX IaHHBIX).

Onepatop (epCOHANBHBIX JAHHBIX) — TOCYIAPCTBEHHBIA OpraH, MyHHIMIIAIBHBIA Opra,
OPHIMYECKOE WM (U3MYECKOE JIMIO, CAMOCTOATENBHO HIM COBMECTHO C JpYIMMH JIIAMH
oprammsyiomee u (WIH) OCyECTBIsIOmue 06paboTKy nH(opManuy (IepPCOHANLHBIX JAHHBIX), 4
TaKKe OmpeeNIonme neny 06paboTky naEGopMallik (IEPCOHATBHEIX JIaHHEIX), cOCTaB HHGpopMaIHH
(IepcOHANBHBIX JAHHEIX), MOMIexamux o0paboTke, NEHCTBHSA (omepamun), COBEpIIAEMBIE C
uHbopManmeit (MepcoHaIBHBIME JAHHBIMHE).

Iepexsar (uadopmManun)— HENPABOMEPHOE IONYHCHHC uH(OpMAIMH ¢ HCIOJBE30BaHHEM
TEXHHYECKOTO CpPEJCTBA, OCYIIECTBISIOMEro OOHApyKEHHE, IPHEM H 06paboTky HHGOPMATHBHEIX
CHTHAJIOB.

TlepconanbHble JaHHbIe — mobai MH(pOpMAIHs, OTHOCAMAACA K NpAMO HIH KOCBEHHO
OTpeIeNEHHOMY HIIH OTpe/ie/IeMOMy HU3HICCKOMY JIMLLY (cyOBeKTy IepCOHANEHBIX JAHHBIX).

IIpaBuia pa3srpaHAYeHHs JOCTYNa — COBOKYIHOCTh IPaBHI, PErIAMCHTHPYIOLHX npasa
JOCTyIIa CyOBEKTOB JOCTYNA K 06BEKTaM JOCTYIA.

IporpaMMHasl 3aKJajKa — KOJ TPOTPaMMEL, IPEAHAMEPEHHO BHECEHHEIM B Iporpammy ¢
LENIBI0 OCYIIECTBATH YTEUKY, H3IMEHHTh, GIOKHPOBATh, YHIITOKUTE AH(QOPMALHIO WIH YHUITOXKHATE H
MomuHUITMpOBaTL NporpaMMHoe obecmedeHue UHGMOPMAIMOHHON CUCTeMbl H (W) GIOKHpOBATE
anmapaTHbIE CPE/ICTBA.

IIporpammHoOe (NporpaMMHO-MaTeMATHYECKOE) Bo3JelicTBHE — HECAHKIIHOHHPOBAHHOC
BO3JIEHCTBEE HA PECYpCHl aBTOMATH3MPOBEHHOH HH(OPMAIMOHHON CHCTEMEL, OCYIIECTBIIEMOE C
HCIIOJIb30BAHHEM BPEIOHOCHBIX IIPOrpaMM.

PacnpocTpaneHHe MepPCOHAIBHBIX NAHHLIX — JeiCTBHS, HaIpaBlICHHBIE HA PacKpBITHE
IIepPCOHANBHEIX JAHHBIX HEONPEACNEHHOMY KpYIy JIHIL.

CpeicTBa BLIYHCIHTENLHONH TEXHHKH — COBOKYIHOCT IpPOrpaMMHBIX U TEXHHYEeCKHX
3/IEMEHTOB CHCTeM OOpabOTKH JAHHEIX, CIIOCOOHBIX (YHKIHOHMPOBATH CaMOCTOATCIBHO HIH B
cocTaBe IPYIruX CHCTEM.



Cy06bexT gocryna (cy0beKT) — JIMI0 WIH MPOLECC, ISHCTBHA KOTOPOro periaMeHTHPYIOTCA
IpaBHIaMU pasrpaHHyYeHHs JOCTYIIA.

Texnu4yeckne cpeacTsa HHGpOPMAHOHHOH CHCTEMBI — CPE/ICTBA BEIMACIUTEIBHON TEXHHUKH,
nHGOPMAIIHOHHO-BEMHCIIMTEIBHEIE KOMILIEKCE! M CETH, CPEJCTBA M CHCTEMBI IIepeadH, NpHeMa H
obpaborkn  wWHpopMammm  (cpeacTBa M CHCTEMBI  3BYKO3AlHCH,  3BYKOYCHJICHHS,
3BYKOBOCIIPOM3BEJICHHS, TIEPErOBOPHEIE H TEJeBH3HOHHBIE YCTPOMHCTBA, CPEACTBA HM3rOTOBIEHHS,
TUPaXHPOBAHUA JIOKYMEHTOB M JPYTHe TEXHHYECKHE CpelcTBa 00pabOTKH pedeBoif, rpadudeckoi,
BHICO- H OyKBEHHO-LIH(pOBOH HH(pOPMAIMH), NMPOrPaMMHBIC CPEICTBA (ONCPALlHOHHBIC CHCTEMBI,
CHCTEMBI yIIpaByieHHs Ga3aMy JaHHbIX H T.I1.), CPEACTBA 3alIHUTEl HHYOpMaInH).

¥Yrpo3snl GezonacHocTH HHPOPMALHH (ePCOHATBHBIX IAHHBIX) — COBOKYIIHOCTE YCJIOBHI U
(aKTOpOB, CO3JAIOIIAX OIACHOCTh HECAHKIMOHHPOBAHHOIO, B TOM YHCIE CIyd9aliHOro, JOCTyna K
uHpopManuy (MEpCOHAIBHEIM JaHHBIM), PE3YJIBTATOM KOTOPOTO MOXET CTaTb YHHYTOXCHHE,
M3MeHeHue, 6I0KHpOBaHKe, KONHPOBaHKe, PACIPOCTpaHeHHe HH(pOpManuy (IEPCOHANBHEIX JaHHEIX),
a TAK)Ke WHBEIX HECAHKIMOHUPOBAHHBIX JAeHCTBHI pH uX 06paboTke B HHGOPMAIMOHHONK CHCTEME.

YHu4Toxkenne nugopmManun (MepCOHAJLHBIX JAHHBIX) — JCHCTBHSA, B PE3yNBTATe KOTOPHIX
HEBO3MOHO BOCCTAHOBHTH COJlepKaHHe HHQOPMALXHK ([I€PCOHATBHEIX JaHHBIX) B HHQOpMaMOHHOH
CHCTEME HIM B pE3yNbTaTe KOTOPHIX YHHUTOXKAIOTCS MaTepHANbHEIE HOCHTENH HH(pOopMaunud
(TTepCOHAIBHBIX JIaHHBIX).

Yreuka (3amumaemoii) uadopManun o TeXHHYECKHM KaHAJIaM — HCKOHTPOJIHPYEMOE
pacnpocTparenue uubOpManEyE OT HOCHTEN 3aIlHmaeMol nupopmanuy yepes QHU3MYECKYIO CpEeIy
JI0 TEXHHYECKOTO CPE/ICTBA, OCYIIECTBIISIOMETO IepexXBaT HH(POPMAIUHY.

IleocTHOCTE HMH(OpPManu — CIOCOGHOCTH CPENCTBA BBIYHCIMTEIPHOH TEXHHKH HIM
ABTOMATH3MPOBAHHON CHCTEMBI 00ECTIEUHBATE HEM3MEHHOCTD HHPOPMALMH B YCIIOBHAX cityqaifHOro
¥/HITH TIPEHAMEPEHHOTO HCKaXeHNU (pa3pyueHus).

OGo3HavYeHHS U COKPAIICHHS

AIMHHHCTPATOp | — 8JMHHHCTPATOp HH(POPMAUMOHHOK Ge30MaCHOCTH

HUb

APM — aBTOMATH3MPOBaHHOE paboyee MECTO

AC — aBTOMATH3HUPOBAHHAs CHCTEMA

I'nc — rocyaapcTBeHHas HHGOpMaIHOHHAA CHCTEMA

31 — 3amuinaemas uHGOpPMAIHA, B TOM YHCIIE, ICPCOHAIBHEIE TaHHBIE,
coaepkarnascs B 6azax JaHHBIX

Cerment 'HC — CerMeHT (heIepabHOR rocyiapcTBeHHOM HH(GOPMAIHOHHOH CHCTEMEI

EUBJI «Enunas nEpopMarmoHHas 6a3a 0 pealH3alii MEPOIPHATHA, CBA3AHHBIX C
obecregenneM 6e30IacHOCTH JOHOPCKOH KPOBH H €€ KOMIIOHEHTOB, Pa3BUTHEM,
opraHm3aledl H IPONaran/oi J0HOPCTBA KPOBH H €€ KOMIOHEHTOBY

HC — uH(bOpPMalMOHHAS CHCTEMa

HCJ — HECaHKIIMOHMPOBAHHBIN JTOCTYII

OoC — OIepalMoHHas CHCTEMA

I n — NepCOHABHEIE JIAHHBIC

11(0) — nporpamMMHOe obecredeHme

C3Hu — CHCTEMA 3aIUTE HHGOPMAIHH

Cp3H — CpeJICTBO 3aMHUTHI HH(GOpMAIHK

9BM — 3NIeKTPOHHO-BEIUHCIUTEIbHAA MAIIHHA




1 Bgeegenne

[ Hacrosmas Ilommteka B oOTHOmEHHM 00paOoTKHM HHQOpManHH H IEPCOHAIBHBIX
JaHHEIX B CerMeHTe (elepalbHOM TrOCYIapcTBEHHON HHGOpPManMOHHOM cHCTeMBl «Emunas
uadopManmonHas 6aza MO pealn3alii MEPONPHATHH, CBA3aHHEIX ¢ obecrnedeHHeM 6e30mMacHOCTH
JIOHOPCKOM KPOBH H €¢ KOMIIOHEHTOB, Pa3BUTHEM, OpPraHu3aldel H Nponarasiol JOHOPCTBA KPOBH H
ee KOMIOHEHTOB» (manee — IlonuTiKa) ompejeseT OCHOBHEIE LEMM W 3a1add, a Takxke 00myo
CTPATETHIO IOCTPOCHHA CHCTEMBI 3amuThl HHOopManuu (manee - C3H) B cermente deaepanpHOH
rocyaapcTBeHHod uHGpopMmanmoHHOH cucrembl «Enweas mHbopManuoHHas Oasa IO pealH3alliH
MEpOIIPUATHH, CBA3aHHBIX ¢ ofecreyeHHeM Oe30IaCHOCTH JOHOPCKOH KPOBH H €€ KOMIIOHEHTOB,
Pa3sBHTHEM, OpPraHH3alMeH M IpoIaraHyiol JOHOPCTBA KPOBH H €€ KOMIIOHEHTOB» (Jajiee — CErMEeHT
I'MIC EUB[). Ionutuka ompeaesier 0oCHOBHEIC TpeGoBaHus H 6a30BbIe MOAXOMB! K HX peaH3aluy,
JUIs IOCTIDKEHUS TpeOyeMoro ypoBH: 0e301macHOCTH HH(GOpPMAaIHH.

1.2  Tlomuruka paspaGoTaHa B COOTBETCTBHH C CHCTEMHBIM IIOAXOIOM K 0OeCIed4eHHio
AHPOPMALIMOHHON 6€30MacHOCTH, KOTOPBIH IIpeAnoaracT NPOBEACHHE KOMIUIEKCA MEpOIpPHSATHH,
BKJIFOYAIOIINX MCCICAOBaHHE yrpo3 HHpopManuonnol 6esomacnocty H paspaborky C3U, ¢ mosuuuu
KOMIUIEKCHOTO TIPEMEHEHHS TEXHUYECKUX U OPraHH3aI[HOHHEIX MEp H CPEICTB 3alHThH HHGOpMAIHK
(manee — Cp31).

1.3 IlonuTuka CIYXHT OCHOBOHM Ui pa3pabOTKH KOMIUIEKCA OpraHW3alHOHHBIX H
TEXHMYECKHX Mep Mo obecmedeHnio mHbopMmaumoHHOH GesomacHoctn B cermente [MC EWB/I, a
TAaK)Xe HOPMATMBHEIX M METOJMYECKHX JOKYMEHTOB, OOECICYMBAIOIAX €¢ pealu3aluio, H He
npeanonaraeT MOAMEHB (QYHKIHH TOCyJapCTBEHHEIX OPraHoB BIIACTH Poccutickoii @enepanum,
OTBEYAOMMX 3a obecedcHne Ge30nacHocTH HH(OPMALFOHHBIX TEXHOOTH 1 3aIUTy HH(OPMAIIHH.
[TonuTHKA ABIAETCS METOHOJIOTHYECKOM OCHOBOH JIsl:

- NpUHSTHS YIPABIEHYECKHX peImeHHH M pa3pabOTKu MPaKTHYECKHX MeEp 10
BOIUIOIICHMIO TOJHTHKA 0e30NacHOCTH 3aINMINAeMoil HWHGOpPMalME M BEIPabOTKH KOMIUICKCA
COTJIACOBAHHBIX MEP HOPMAaTHBHO-TIPABOBOIO, TEXHOJOTHYECKOr0 H OPraHH3alMOHHO-TEXHIIECKOTO
XapakTepa, HANpPaBICHHEIX HA BBUIBJICHHC, OTPAXCHHE H JIMKBAJAIHIO IOCIEACTBHI peaTn3aluy
pa3sIHYHEIX BHIOB YIPo3 3aImMmaeMol HHbopMAalluH;

- KOOPJMHAIMM JACATEIPHOCTH YIMOJHOMOYCHHBIX JIHI[ NPH MPOBEACHHH paboT MO
paseuTHio u okcruryaramun cermenta I'MC EUBJ ¢ cobmonenneM TpeboBaHuil obOecIeUeHHs
Ge30IIaCHOCTH 3alIUIIaeMoif HHHOpMAIIUK;

- paspaGoTKH TpeUIOKEHHH [0 COBEPIIEHCTBOBAHHIO IIPABOBOrO, HOPMATHBHOIO,
METOMYECKOr0, TEXHHYECKOr0 M OpraHM3allOHHOro obecmedeHns O0e30NmacHOCTH 3anuImaeMon
urpopmanuu B cermente [C EMB/I.

1.4  Tlommruka paspaboTaHa Ha OCHOBaHHH CIIENYIONIMX JOKyMEHTOB!

- denepansHbi 3aKk0H oT 27 mrois 2006 r. Ne 152-®3 «O nepcoHaIbHBIX TaHHBIX»;

- TIpukas ®enepaibHOi CIyXObl IO TEXHHYECKOMY H 3KCIOPTHOMY KOHTPOIIO (@CT3K
Poccun) Ne 17 ot 11 dempanst 2013 roma «O6 yreepxaenun TpeGosanuii 0 3amure HH(OpMALUH, HE
COCTAaBJIONICH TrOCYJapcTBEHHYIO TaifHy, cozepikauieiics B TOCY/IapCTBEHHBIX HH(GOPMAIMOHHBIX

CHCTEMax».
1.5 B ITonureKe ompeaeneHsl TpeGOBaHHS K MEpCoHaTy, paboraiomeMy B CETMEHTE TrvcC

EUBJI, ux creneHb OTBETCTBEHHOCTH H JOJDKHOCTHBIC 0043aHHOCTH, a TaKXe JODKHOCTHBIE
06s3aHHOCTH PaGOTHHKOB, OTBETCTBEHHEIX 32 0GecniedeHne 6e30MacHoCTH 3amuIacMoii HHGopManun

B cermente ['MIC EMB/I.
2 O6muae MoJI0KEHHS

21 Lensto Hacrosimed [loMHTHKH SABIACTCA obecreycHne 0E30MACHOCTH 3aIIUINAEMOMH

uaopmaruu B cermente ['IC EUB/] oT BCeX BAZOB yrpo3, BHEIIHAX H BHYTPEHHHX, YMBIIUICHHBIX 1
HelpeAHaMePEeHHbBIX, MHHHMHA3AIHI ymepba OT BO3MOXHOM peanH3allii yrpos 6e3011acHOCTH

HHpOpPMAIHH.



2.2  DBesomacHocTh 3amuimaeMoii HHGOpPMAIUH  JOCTHraercd IIyTeM HCKIOYCHHA
HECAaHKIIMOHHPOBAHHOTO, B TOM 4HCJIE CIyYaifHOTO JOCTyna K 3alMI@aeMOH HH(QOpMAalWH,
pE3yNIETaTOM KOTOPOTO MOXKET CTaTh YHHYTOXKEHHE, H3MEHEHHE, O/OKMpOBaHHE, KOIHPOBAHHE,
PacmpoCTPaHEHHE 3alIHIIaeMOoi HHQOPMAIIHH, & TaKKe HHBIX HECAHKIIMOHNPOBAHHBIX NCHCTBHIL.

2.3 3ammmaemas HHOOPMAIKS W CBA3aHHBIE C HElf PecypChl TODKHBI OBITH JOCTYIHBI U1
ABTOPH3OBAHHEIX MOJb30Bareell. JO/DKHO OCYIIECTBISTHCS CBOEBPEMEHHOE OOHApyXeHHEe W
pearupoBaHHe Ha YIpo3bl 6€30I1aCHOCTH 3aImuInaeMoli HHGOpPMaIHH.

3 Oo6aacre aeiicTBHS

3.1  TpeGopamus Hacrosmeii [loMMTHKH paclpoOCTPAaHAIOTCA Ha BCEX pPabOTHHKOB,
JomymeHHIX K padote B cermente [VIC EMB]] (INTaTHEIX, BpEMEHHBIX, PAGOTAIOIIMX [0 KOHTPaKTy H
T.11.), @ TAKIKE BCEX MPOYMX JIHI (MOAPSTUNKHE, ayTUTOPHI U T.IL.).

4 CucreMa 3aIATHI HHQOPMALHH

4,1 C3H, cTpoutcsa Ha OCHOBAHHH:

- Ilepeuns oOpabaTsiBacMoli MHGOPMAIME H NEPCOHATLHEIX NaHHBIX B cermente I'MIC
EWB[;

™ Oruera 06 obcnenopanan o6sekTa CyxGbl KPOBA Ha COOTBETCTBHE TPEOOBAHHAM IO
samuTe AHQOPMALMH M TEPCOHANBHBIX NaHHBIX B cermente ['MC EWB]l (mamee — Otuer o6
obcie10BaHuN);

- Axra knaccuuxanmu cermenta [MC EMB/;

~ AKTa onpeaeieHAs YPOBHs 3allHINEHHOCTH IIEPCOHANBHEIX JNAHHBIX, o6GpabaTeIiBaeMBIX
B cermente [ IC EVIB/I;

- Mogenu yrpo3 ¥ MOZENH HapymuTe/isi 6e30MacHOCTH aHpopManuH, npa ee obpaborke
B cermente 'C EVB]I (nanee — Monens yrpos);

= TeXHAYECKOTO 3aJaHAs HA BBIIONHEHHE paboT IO pAasBHTHIO H ODECIEeUEHMIO
(YHKIMOHMPOBAHNS CHCTEMBI 3allIATHI [IEPCOHATBHBIX JIAHHBIX B CETMEHTE I'C EUB/I;

o PyxoBogsmux gokymenTos ®CTIK Pocenn n @CB Pocenn.

472 Ha OCHOBaHMM OJTHX JOKYMEHTOB OIpelensercss HeoOXOOMMBI  YPOBCHb
samumenHocTH uEopManuu, obpabarsaemoii B cermente ['MIC EWB]I. Ha ocHoBanum aHamn3a
aKTyaabHBIX Yrpo3 (e30macHOCTH sammmaeModi mHGbOpMamuH, omHcaHHoro B Otuere 00
o6cnenoBanmE ® Mozmenn yrpos, nenaercs 3aKiOueHHE O HEOOXOJMMOCTH HCIONBE30BAHHA
TEXHWYECKUX CPEJCTB H OPraHM3alOHHBIX MEPONPHATHH I obecneueHnss 0e30MaCHOCTH
3amMImaeMoil HHpopMalyH.

43 B 3apucuMocTH oT ypopHs 3amumenHocty cermenta [VIC EMB/I u akTyanbHBIX yTpos,
C3H MokeT BKIIIOYATH CIeIyIOIHMe IOICHCTEMBI:

- MIeHTH(UKAIN H ayTeHTHUKAKS CYGBEKTOB HOCTYNA H 0OBEKTOB HOCTYII;

- ynpaBlieHHe JOCTYIIOM CyOBEKTOB JOCTYIA K o0beKTam JA0CTYIIa,

- orpaHH4eHNe MPOrpaMMHOMN CPEIBI;

= 3aIUTa MAIIMHHEBIX HOCHTENCH MEPCOHATBHbIX IaHHBIX,

- peructpanus coObITHiH 6e3011aCHOCTH;

- AHTHBHUPYCHAA 3alIHTA;

- 06GHapyKeHHE BTOPKEHHUIH;

- KOHTpOJIb (aHAIA3) 3aNHIIEHHOCTH NEPCOHANBHBIX JaHHBIX;

- obecreuenne NeNOCTHOCTH HE(GOPMAITMOHHOM CHCTEMEI H HH(GOPMAIHH;

- obecredenne JOCTYITHOCTH NEPCOHANBHBIX JaHHBIX;

- 3aIIATA CPEBI BUPTYaIH3allHM;

- 3aIMTa TEXHHYECKUX CPEe/ICTB;

— 3aluTa HH(bOpMallHOHHOﬁ CHCTEMEI, €€ CPEJICTB, CHCTEM CBA3H H Nepefaiun JaHHBIX;
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- yopapieHne KoH(Qurypanueil uWHGOPMANHOHHOM CHCTEMBI H CHCTEMBI 3al[HTHI
IIEPCOHAIBHEIX TaHHBIX.

44 B CHHCOK HO/DKHEI OBITH BKJIIOYEHBI (DYHKIMM 3alIMTEHI, 0O€cIieUHMBAEMBIE IITATHHIMH
cpencreamu o0paGoTkn HHQOpMAINMH, ONEPAIMOHHBIMH CHCTEMaMHM, NPHKIAJHEIM IIPOrpaMMHEIM
obecreueHAEM H CICIHAIBHBIME KOMILTeKcaMH, peasmsyrommumu Cp3U.

5 OcnoBusblie npuauuns! nocrpoenns C3U

5.1 Tloctpoenne C3U cermenta I'MC EWB]l u ee QYHKIMOHHPOBAaHHE JOKHEI
OCYIIECTBJIATECA B COOTBETCTBHH CO CIIEAYIOIIMMH OCHOBHBIMH IIPHHIIAIIAMH:

= 3aKOHHOCTD;

- CHCTEMHOCTB;

~ KOMILIEKCHOCTB;

o HEMIPEPHIBHOCTD;

= CBOEBPEMEHHOCTB;

- IPEEMCTBEHHOCTE M HEIIPEPEIBHOCTH COBEPIIEHCTROBAHMUS;

- IIEPCOHATEHAS OTBETCTBEHHOCTE,

- MHHHMMH3AIHS TOJTHOMOYHIA;

- B3aHMOJICHCTBHE U COTPYAHUYECTBO;

- THOKOCTH CHCTEMBI 3aIllUTHI;

- IIpocToTa IIPUMEHEHHA CPCICTE 3alIHTHBI;

- Hay4Has 0GOCHOBaHHOCTb M TEXHUYECKAs peajn3yeMOCTh;

- clenManTu3alus 1 NpoGecCHOHATH3M;

- 0053aTENEHOCTD KOHTPOJIA.

5.2  3aKOHHOCTE.

JlaHHBI TPHHIKAI IIPEANOJIAracT OCYIICCTBICHAE 3alIMTHBIX MEPOIPHATHH 1 paspaborky C3U
B COOTBETCTBHH C JCHCTBYIOIIMM 3aKOHOJATENBCTBOM B 00IacTH 3alllMTEI uHboOpMaIE H APYTHX
HOPMATHBHEIX aKTOB II0 G€30IacHOCTH HH(OPMALHH, YTBEPHKISHHBIX OpraHaMu rocyapCTBEHHOM
BJACTH M YIOpaBleHHsS B Npelelax HX KommneTeHiuu. PaboTHHKM H 06CITyKABAIOLMI IIEPCOHAT
cermenTa TYIC EVB]] IOIDKHBI GBITH OCBEIOMIICHB! O IIOpsAAKe paboThI ¢ 3aUIaeMOH uHpopMarmei
u 06 oTBeTcTBeHHOCTH 32 3amuTy [1/1H.

5.3  CucreMHOCTB.

Cucremubii moaxon K mocrpoeHmio C3M mpenmosaraeT yd9eT BCEX B3aHMOCBA3AHHBIX,
B3aHMOJICHCTBYIOIIUX W H3MEHSIOMUXCS BO BPEMEHH 3IEMCHTOB, ycnoBHai ¥ (paKTOpOB, CYLIECTBEHHO
3HAUMAMBIX JUI TOHEMAHAS M pemeHHs mpoGmeMbl ofecnedeHus Ge30macHOCTH uH(pOpMAITHH
cermenta TUC EVB/IL. Tpu co3mamuu C3U I0MKHEL yIUTHIBATECS BCE CIa0BIe B HaunboJiee ysI3BUMEIE
MecTa cucTeMbl 06paboTku MHGOPMAIHH, & TAKXKE XapakTep, BO3MOKHBIC 00BEKTEl M HapaBJICHAA
aTak Ha CHCTEMY CO CTOPOHEI HapymuTeneit (ocoGeHHO BHICOKOKBATH(HIHPOBAHHBIX
3/I0yMBIIUICHHAKOB), IIyTH MPOHMKHOBEHHS B PACHpE/IENCHHBIE CHCTEMEI U HECAHKIIHOHAPOBAHHEIH
moctyn (manee — HCJT) x madopmanuu. CucTeMa 3alIMTHI OJIKHA CTPOUTHCA © yIEeTOM HE TOJBKO
BCeX M3BecTHEIX KaHanoB npoHuxHoBeHHs W HCJ[ k mHpopMamum, HO M C y9€TOM BO3MOKHOCTH
TOSBJIEHHAS IPHHIMINATEHO HOBBIX IyTCH peain3aniy yrpo3 6e30MacHoCTH.

54  KoMIIEKCHOCTB.

KOMILIEKCHOE HCNOJB30BAHAE METONOB H CPE/ICTB 3alllHTHl MHGOpMalUH IMPEeAronaraeT
COIJIaCOBAHHOE NPHMEHEHHE Pa3sHOPOAHLIX CPEICTB IPH MOCTPOCHHH [EJIOCTHOR CHCTEMBI 3alllHTh,
NepeKpHIBAIOMIEH BCe CYIECTBEHHEIE (3HAYMMbIC) KaHATIBl pealM3allii yrpos H HE conepokamei
cnabLIX MeCT Ha CTBIKAX OTHENBHEIX €€ KOMIIOHEHTOB. 3alluTa JODKHA CTPOMTECS SIICIIOHHPOBAHO.
Jlng Kakuoro KaHaga YTeukH HHGpOpMauuH H Ui KaXJ0¥i yrposbl 0e30MacHOCTH JOIDKHO
CYIIECTBOBATh HECKONBKO 3aAIUTHBIX pybexeit. Co3manne 3alHTHBIX pyGexeil oCyLIeCTBIICTCS €
y4eToM TOro, 94To0bl A HX INPEONOJNICHHSA IOTCHIMAILHOMY 3TOyMBINUICHHAKY TpeOOBaTHCh
HpO(PGGCHOHaJIBHbIG: HaBBIKH B HECKOJIBKHX HeB3auMOCBA3aHHBIX obnacTiax.

5.5  HenpepelBHOCTE 3aIUTEI undopMaIuH.
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3amuTa HHOOpPMAIKA — HE PA30BOE MEPOIPHUSTHE H HE NPOCTasd COBOKYITHOCTE IPOBEACHHEIX
MeponpuaTHii u ycraHoBneHHBIX Cp3l, a HemnpepbBHBIN IeNCHANpaBICHHBIH IIpoIECC,
IpEeANoJaralolliii NPUHATHE COOTBETCTBYIOIIMX MEp Ha BCEX JTamax XXM3HEHHOTO IMKJIa CErMEHTa
I'C EMB/. Cerment TMC EMB]] nomxeHn HaxoMUTHCS B 3AIIMIIEHHOM COCTOSHHH Ha NMPOTHKECHHH
BCEr0 BPEMEHH CBOero (YHKIMOHHpOBaHHA. B COOTBETCTBHH € 3THM IPHHIMIIOM JIOJDKHEI
NPHHAMATHECA MEpHl [0 HEJONYINSHHIO Nepexoja B HE3aUIHIIEHHOE COCTOAHHE. DBOJBIIHHCTBY
pu3MYeCKHX M TEXHHYECKHX CpEICTB 3aIIMTHl A 3(G(EKTHBHOrO BHINOJHEHHS CBOMX GyHKImMi
HeoOXoMMa IIOCTOAHHAA TEXHHYECKasds M OpraHU3alHOHHAd (aJMHHHCTPAaTHBHAdA) IOANEPXKa
(cBOeBpeMEHHass CMeHa W 00eCHEedYCHHE IIPABHJIBHOTO XPaHCHHS M NPHMEHCHHs HMEH, IIapoJci,
Kmouel mudpoBaHus, nepeonpeeeHre Mo THoMoYrH U T.11.). IlepeprIBEl B paboTe CpelCcTB 3aIlUTEI
MOTYT OBITH HCIIONB30BAaHE! 3JIOYMBINUIEHHHKAMHU JUIS QHAIH3a IPUMEHSEMBIX METOJOB M CpPEICTB
3aIUTEL, /I BHEAPEHHUS CHEeNHaTbHBIX IPOrPaMMHEIX M alllapaTHBIX «3aKIAN0K» B APYTHX CPeIcTB
NPEOJOICHHS CHCTEMBI 3aIUThI IIOC]IE BOCCTAHOBIICHUS ¢ (PyHKIIHOHHPOBAHHUS,

5.6  CBOEBpPEMEHHOCTE.

JlaHHEBIA NPHHLEN MpeNIoJaraeT YIpexaarolmii xapaktep Mep obecredenus Ge3omacHOCTH
pHbOpPMAIMA, TO €cTh MOCTAHOBKY 3axa4 1o KomiulekcHo# 3ammre cermenta ['MIC EWB/] m
peanH3amumio Mep obecneuenus GezonacHocTy HHGOPMAIMK Ha PAaHHHX CTAUsX pa3pabOTKH B LEIOM,
u ee C3U, B wactHocTH. Paspaborka C3M nomkHa BECTHCH MapallIeIbHO ¢ pa3pabOTKOM M pasBHTHEM
caMolf 3alMmAaeMOll CHCTEMBL, JTO IIO3BOJNMT ydecTh TpeOGoBaHMSA 0€30macHOCTH MPH
IPOSKTHPOBAHHH apXUTEKTYPHI H, B KOHEYHOM CHETe, Co31aTh Oosee dppexTuBHBIC (KaK IO 3aTpaTam
PECYPCOB, TaK U 110 CTOMKOCTH) 3alIAIICHHBIC CHCTEMBIL.

5.7 IIpeeMCTBEHHOCTBH H COBEPIICHCTBOBaHHE.

IIpe/IonaraoT MOCTOSHHOE COBEPIICHCTBOBAHHE MEp H CPEACTB 3AlUTH MH(pOpMalmu Ha
OCHOBE IIPEEMCTBEHHOCTH OPraHM3AlHOHHBIX H TEXHAYECKHX PEIIeHII, KaJpOBOTO COCTaBa, aHaIH3a
¢yuxnuonupopanus cermenra ['MIC EUB]I u ero C3U ¢ yuerom H3MEHEHHUI B METOJaX H CpelCTBax
nepexmara HH(pOpPMalMH, HOPMAaTHBHLIX TpeGoBaHMIT MO 3aIMTE, NOCTUIHYTOrO OTCUCCTBCHHOTO H
3apy0OeKHOrO OIIbITa B 3TOH 00OIACTH.

5.8 IlepconanbHasg OTBETCTBEHHOCTD.

IpenmonaraeT BO3NOXKEHHE OTBETCTBEHHOCTH 32 00ECIICICHHE 6e3onacHOCTH HHGOpMALUH H
CHCTEMBI HX 06pabOTKE Ha KaXIoro paGoTHIKA B TIPEJIeNaX ero [OJHOMOUHH. B COOTBETCTBHH C STHM
NPHHIIAIIOM Paclpee/IcHHe NpaB B 00s3aHHOCTeH pabOTHHKOB CTPOMTCS TakuM oOpazoM, 4TOOHI B
ciyuae mo6Goro HapyueH s KpyT BHHOBHUKOB OBUI 9€TKO H3BECTEH HIIA CBEICH K MEHUMYMY.

5.9  IIpuHIMI MEUHEMH3AIMH IOJTHOMOYHH.

O3HauaeT MpeloCTaBIeHHE IIOIB30BATENSIM MUHHMAIBHEIX NPaB JOCTyIa B COOTBETCTBHH C
TIPOM3BOJICTBEHHON HEOOXOMMMOCTBIO, HA OCHOBE IIPHHIMIA «BCE, ITO HE PaspelleHo, 3aIpenIeHoN.
JlocTyn K 3amuinaeMoii HH(GOpMAUK J0JDKEH MPENOCTABIITECH TOJIBKO B TOM CIyHae 1 obneme, eciu
3T0 Heo6X0AUMO PabOTHHKY I BEIIOJIHEHUS €ro JOKHOCTHBIX 06s13aHHOCTEH.

5.10 BsammozeicTBHE H COTPYAHUIECTBO. -

[IpeamonaraeT Cco3JaHHe OIAronpHATHOH armocepsl B KOIUIEKTHBAX IOJpa3JeeHHH,
obecrreunBatomux aestenpHocts cermenta ['MC EMB]L, Uit CHIOKEHHS BEPOSTHOCTH BOSHUKHOBCHHA
HEraTHBHBIX JCHCTBHH, CBA3aHHBIX C dYeloBedeckuM (axropom. B Takoi o6craHoBKe pabOTHHKHA
JOJLKHBI OCO3HaHHO CO6JIIO)1&T]’: YCTaHOBJIEHHEIC IpaBuna 1 OKa3bIBATh COHeﬁCTBHC B JIEATEIIBHOCTH
OTBETCTBEHHOTO 3a obecredeHme 0e30macHOCTH HHGOpPMAlMH ¥ MEPCOHAIBHBIX JaHHBIX H
agmunucTparopa Mb.

5.11 T'm6KOCTb CHCTEMBI 3 TE HHGOpMAIHH.

IIpuHATbIE MEPH M YCTAHOBJICHHBIC CPEJICTBA 3ALUTEL, 0cobeHHO B HAYAIBHEIH IEpHOJ UX
SKCILTyaTaluy, MOTYT 00ecTieunBaTh KaK qpe3MEpPHBIH, TaK M HEJOCTATOYHBIH yPOBEHD 3aIlUTEL Hos
oBecedeHrs BO3MOKHOCTH BapbUPOBAHHS YPOBHEM 3alUIIEHHOCTH, CPEACTBA 3alllUTBI JOIDKHBI
06namaTh onpeneaeHHoN THOKOCTEIO. OCOOEHHO BaXKHBIM 3TO CBOMCTBO SBJISETCS B TEX ClIy4dasdx,
KOIJIla YCTaHOBKY CPEICTB 3alllHTHI HeoOXOOUMO OCYLIECTBIATH HA pabOTaOIIYI0 CHCTEMY, HE
HapyIas IpoIecca ee HOpMaJIbHOIO (YHKIIMOHHPOBAHHA.

5.12 TlpocroTa NpHMEHEHHs CPEICTB 3AIMUTEL
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MexaHH3Mbl 3allUThl JOJDKHE! OBITE WHTYHTHBHO IIOHATHEI H IPOCTBl B HCIOJIBL30BAHHH.
[IprMeHEHHE CPEJCTB 3aIIAThl HE JIOJDKHO OBITh CBA3aHO CO 3HAHMEM CIEIMATBHBIX S3BIKOB HIH C
BBITIOJIHEHHEM [eHCTBHH, TpeGYIOINX 3HAYNTEILHBIX JOMOIHATENBHEIX TPYA03aTpaT NpH OOBIMHOK
paboTe 3aperHCTPHPOBAHHBIX YCTAHOBJICHHBIM IOPSAKOM IIOJB30BATENCH, 8 TaKKE HE JOIDKHO
TpeGOBaTh OT IOJNB30BAaTeNs BHIIONHEHWS DYTHHHBIX MaJONOHATHEIX €My oOmepammii (BBOJ
HECKOJIBKHX MapoJieit i IMeH | T.1.).

5.13 Hayunas 000CHOBaHHOCTB M TEXHHYECKAS PEAIM3yEMOCTb.

VH(OpMalHOHABIC TEXHOJIOTHH, TCXHHYCCKHE H OPOTPAMMHBIC CPEACTBA, CPEACTBA H MEpPEI
3amuTE HHGOPMAIMM JODKHBL OBITH peaM30BaHBl HA COBPEMEHHOM YPOBHE Pa3BHTHA HayKu H
TEXHWKH, HayYHO OOOCHOBAHBI C TOYKH 3PCHHS IOCTHIKCHHS 3a/laHHOTO YPOBHs Ge30macHOCTH
HHGbOPMAIHH U JOJDKHEI COOTBETCTBOBATH YCTAHOBJICHHEIM HOpMaM U TpeGOBaHHM 110 Ge30IacHOCTH
uudopmanuu. C3U nomwkra GBITE OPHEHTHPOBAHA HA PENICHHH, BO3MOXKHBIC PHCKH UL KOTOPBIX
Mepsl TPOTHUBOJIEHCTBHS THM PHCKAM IIPOILIM BCECTOPOHHIOI TCOPCTHYECKYIO M IIPAKTHICCKYIO
IIPOBEPKY.

5.14 Cnenuanusaius ¥ NpoecCHOHATHU3M.,

INpeamonaraeT NpUBJIeUeHne K Pa3paGOTKe CPSACTB M peanusaliiyl Mep 3alliThl HHQOopMaImy
CIIeIHaTH3APOBAHHBIX OpraHM3almii, Hanbosee MOATOTOBICHHBIX K KOHKPETHOMY BHY [ACATCIBHOCTH
Mo OBeCIeucHHIO 6e30MacHOCTH WH(OPMAIMY, HMEIOMKMX ONBIT NPAKTHYECKOH paGoTel H
rOCYAapCTBEHHYIO JIMICH3HIO Ha IIpaBO OKasaHuid ycuyr B sToit oOnactu. Peanu3anus
aIMHHUCTPAaTHBHLIX Mep H Skcruryaranus Cp3M fomKHA OCYIICCTBIATECH npoecCHOHAIBHO
HOATOTORJIEHHEIME CIEIHATHCTAMH.

5.15 OO6sA3aTeNBHOCTE KOHTPOJIS.

Tpeamonaraer 06A3aTENBHOCT M CBOEBPEMEHHOCT BBIABICHHS H IPECEHCHHs IOMBITOK
HADYIIGHHS YCTAHOBNEHHBIX IpaBuI obecneueHns 0e30MacHOCTH HHQOpPMAIlMd Ha OCHOBE
HCIIONB3YEMBIX CHCTEM H CPEICTB 3allUThl HHQOPMAIMM IPH COBEPIICHCTBOBAHMM KPHICPHCE H
MEeTOI0B OeHKH 3()(EKTHBHOCTH 3THX CHCTEM B CPE/CTB.

5.16 KOHTpOIb 32 AEATENBHOCTBIO IOGOTO MONB30BATEN, KAKIOTO CPEACTBA 3AIUTEL A B
OTHOILIEHHH JTI060ro 00BeKTa 3amHUTHI AO/DKEH OCYIIECTBIATHCA HAa OCHOBE NMPHUMCHCHHA CPEICTB
OTEPaTHBHOrO KOHTPOIS U PErHCTPAlMM M IO/DKSH OXBATBIBATH Kak HECAHKIMOHHUPOBAHHDIC, TAK H
CaHKLMOHHPOBAHHBIC AEHCTBH NOJb30BaTECH.

6 Tpebosanus k moacucremam C3U

6.1 C3U BxmouaeT B cebs CIeAyIONHe OpraHA3alliOHHEIe H TEXHHYECKHE MEphI 3allHTEL
uH(bOpMAIUY, pealusyeMble B HHQOPMAIMOHHEIX CHCTEMAX B paMkaX e¢ CHCTCMEI obecnieyeHNuA
uHGOPMAIMOHHON Ge30MacHOCTH, B 3aBHCHMOCTH OT YIpo3 6e30MacHOCTH, HCIIOJb3YEMBIX
uHPOPMAIMOHHEIX TEXHOJIOTHH )34 CTPYKTYPHO-(QyHKIHOHAIBHBIX XapaKTepHCTHK
ABTOMATH3HPOBAHHOH CHCTEMBI:

- HIeHTH(UKAIHS ¥ ayTeHTH(UKanuA CyOBEKTOB I0CTYNa 1 00BEKTOB JIOCTYTIA,

- yIpaBJeHHe AOCTYIIOM CyOBEKTOB JIOCTyNA K o0OLeKTaM JOCTYyIa;

- OrpaHHYEHHE IPOrPaMMHOMN CPEIIBL;

e 3alHTa MalllHHHBIX HOCHTGJICﬁ HGPCOHEU'ILHBIX JaHHBIX;

- perucTpanus coGbITHI Ge30MacHOCTH;

- aHTHBHpYCHAsA 3aIUTa;

- oOHapyXKeHHE BTOPIKEHHH;

- KOHTpOJIb (aHATH3) 3alUIIEHHOCTH IIEPCOHAIBHEIX TAHHEIX,

- obecreucHHe [EI0CTHOCTH HE(QOPMAIHOHHOMK CHCTEMEL A uHOpMAaIIH;

- obecreueHne JOCTYIIHOCTH NIEPCOHANIBHEIX TaHHBIX;

- 3aII[UTA CPEMbl BUPTyasH3alum,

- 3aINTa TEXHHICCKHX CPENICTB;

- 3amuTa HEQOPMAIMOHHOR CHCTEMBI, €€ CPEICTB, CHCTEM CBASH H nepefadH JaHHBIX;
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- yopapieHHe KoH(urypanueid HHPOPMALMOHHOM CHCTEMBI M CHCTEMBI 3all(HThI
[IEPCOHANBHBIX JaHHBIX.

6.2 Iloacucrempr C3M mMeroT pa3nuusblii (YHKOIHOHAN B 3aBUCHMOCTH OT YPOBHSA
3amuIneRHocTH HHdopmanun, obpabateiBaeMoii B cermente ['IC EMBI.

6.2.1 Mepel 1o unaeHTHOHKAUMM H ayTEeHTHQHUKAOUH CYOBEKTOB IOCTYNa M OOBEKTOB
JIOCTYyTIa IOJDKHEI 00ecreduBaTh NPUCBOeHHE CYOBEKTaM U 00BeKTaM J0CTYIa YHHKAILHOrO IIPH3HAKA
(unenTH(HKaTOPa), CPaBHEHHUE IIPEIBARIAEMOro cyOBeKTOM (00BEKTOM) JOCTYIIa HACHTHPHKATOPA C
NEpeYHeM IIPHCBOCHHBIX WICHTHOMKATOPOB, a4 TakkKe IPOBEPKY IPHHAICIKHOCTH CYOBEKTY
(o6BeKTy) JOCTyIa MpeAbIBIEHHOr0 MM HIACHTH(HKaTOpa (IIOATBEPKICHHE IIOATHHHOCTH).

6.2.2 Mephl N0 YNpaBICHHIO JOCTYIOM CYOBEKTOB HOCTyNa K OOBEKTaM JOCTYIA IOJLKHBI
o0ecrieynBaTh yIpaBJicHHE [IpaBaMi H IIPUBIIETHAMH CYOBEKTOB JOCTYIa, pasrpaHHYeHHE JOCTYIa
CcyOBekTOB goctyma K 0O0BEKTaM JOCTyIla Ha OCHOBE COBOKYIIHOCTH YCTaHOBJICHHEIX B
AH(POpPMAIMOHHONH CHCTEME IpAaBHI pasrpaHHYeHMs IOCTyNa, a Takxke obecmeduBaTh KOHTpOJIb
COOIIONCHNA ITHX IIPABHIL

6.2.3 Mepsl N0 OrpaHUYEHUIO IPOTPaMMHON CpeAbl AOJDKHBI OOECIEYHBATh YCTAHOBKY H
(unm) 3amycK TOJBKO pa3pelieHHOro K HCIOIB30BAaHMIO B HHGOPMALMOHHON CHCTEME IIPOrpaMMHOr0
obecrieyeHds WM HCKIKOYAaTh BO3MOJKHOCTh YCTAaHOBKH M (WJIH) 3aIlycKa 3ampelleHHOro K
HCIO0JIB30BaHHIO B HHYOPMAI[HOHHON CHCTEME [IPOrPaMMHOT0 00ECTICICHH .

6.2.4 Mepsl N0 3amKMTe MAIIMHHBIX HOCHTeNed HHQOpPMAanuu JO/KHEI O00ECIeYMBAaTh
KOHTPOJH JOCTYNa K MAIIMHHEIM HOCHTeNSM HHQOpMaluMu H yYeT, KOHTPOJIh MepeMemeHus H
HCIIOJIb30BaHHUA.

6.2.5 Mepsl mo perucTpauy coGEITHI Ge30macHOCTH JODKHBI obecneunBarb cOop, 3allKCh,
XpaHEHHE H 3aATy HHGOPMauH 0 COOBITHAX 6e30MacHOCTH B MHYOPMAIMOHHOH CHCTEME, a TalkKe
BO3MOXHOCTE IPOCMOTPA H aHAIH3a HHGOPMAIHMH O TAKHX COOBITHSX U pearipoBaHHE HA HHX.

6.2.6 Mepsl 10 aHTHBHDYCHOM 3ammre [OJDKHBI oOecmevmBate OOHApYXKCHHEC B
HHGOPMAIMOHHOM CHCTEME KOMIBIOTEPHBIX IPOrpaMM IHGO MHOH KOMIIBIOTEpPHOMH uH(popMaIyy,
peJHa3HAYCHHOH Ui HECAHKIHOHMPOBAHHOTO YHMYTOXEHHS, ONOKHpOBAHHS, Mo (UKAIAH,
KONMpPOBaHHs 3alMImacMolt MEMDOPMAIME WM HeMTpATH3aIMH CPEJCTB 3AlUUTEl MH(QOpMAIMM, 2
TaKXKe pearupoBaHue Ha 0OHapyKeHHe 3THX NPorpamMM U HHGOpMaIuH.

6.2.7 Meps mo o6HapyxeHH0 (IPENOTBPAIEHAIO) BTOPKEHHH JOIKHBI obecrieunBaTh
obHapyxeHHe JeiicTBuif B HH(OOPMAIHMOHHOM CHCTEME, HANpPABICHHBIX HA HpeHaMEepeHHBIH
HECAHKIMOHMPOBAHHEIA JIOCTYT K MH(OPMALMH, CICIHATBHbIE BO3ACHCTBAA Ha MHQOPMAIMOHHYIO
cucTeMy H (Wiu) HHGOPMAIHMIO B IENSX €€ T00BIBaHMsA, YHHITOKCHHS, HCKAKCHAA U GIOKHpOBaHHA
JOCTyna K MHGOPMAL|H, a TAKOKe PearupoBaHie Ha ITH JICHCTBHA.

6.2.8 Mepbl [0 KOHTPOMIO (aHAIA3Y) 3aIMMINEHHOCTH MH(GOPMAIHH JIODKHEI obecnieunBaTh
KOHTPOJIb YPOBH 3aIIMIIEHHOCTH HH(OPMALIH, COLEpNaIIEHCs B nHPOPMATIOHHOM CHCTEME, TTYTEM
TIPOBECHHS MEPONPUATHI 110 aHAIH3Y 3aIIKIIEHHOCTH AH(POPMAMOHHOH CHCTEMBI H TECTHPOBAHHIO
e CHCTEMBI 3aIUTEl HHPOPMAIIHH.

6.2.9 Mephl Mo OGECHEYCHHIO LENOCTHOCTH HH(POPMAIHOHHOH CHCTEMBI H uHdopManun
JOIDKHBI obecneunBarh OGHapyeHHe (DAaKTOB HECAHKIMOHMPOBAHHOIO HAPYIICHHA NEJOCTHOCTH
MHGOPMALMOHHOM CHCTEMBI M Cojepkamielics B Hell HMHGbOpManuW, a TaloKe BO3MOXHOCTE
BOCCTAHOBJICHHs HH(QOPMAIIHOHHOM CHCTEMBI M CoflepaKaluelics B Hell uHpopMAaIIUH.

6.2.10 Mepsl mo ofecnedeHHIO JOCTYMHOCTH HHGOPMAIMH HOJKHEI obecrnieyuBaTh
ABTOPH3OBAHHEIA JOCTYI IOJB30BaTENed, HMEIONMX NpaBa IO TAKOMY NOCTyIY, K nH(popManuu,
comepxameiicts B HHQOPMANMOHHOX CHCTEME, B INTATHOM PCHUME (YHKIHOHMPOBAHUA
uH(OPMATHOHHOH CHCTEMBI.

62.11 Mepsr 1m0  3amMTe  CpeObl  BHPTyamMsalMk  JOJDKHBl  HCKIIOHATE
HECAHKIIHOHMPOBAHHEI JOCTYI K MH(pOPMALlH, oGpabaTEIBaeMOli B BHPTYaIbHOH MH(PACTPYKType,
M K KOMIIOHGHTaM BHPTYyalbHOH HHQPaCTPYKTYpEI, & TakKe Bo3zelicTBHE Ha HHGOPMAIMIO H
KOMIIOHEHTBI, B TOM YHCIE K CPEICTBAM YIPABJICHHS BHPTYalbHOH HHPACTPYyKTYpOH, MOHHUTODY
BHPTYaJIBHEIX MAIIMH (THIIEpBU30pY), CHCTEME XpaHCHHA JAHHBIX (BrmIOUas CHCTEMY XpaHeHus
06pa3soB BEPTYATEHON HE(PACTPYKTYPBI), CETH NEpeati NaHHBIX 9CPE3 9JIEMEHTHI BUPTYaJIbHOH M
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¢u3udgeckoit WHAPACTPYKTYphl, TOCTEBBIM OIECPALMOHHBIM CHCTEMaM, BHPTyalbHBIM MalllHHAM
(KOHTElHEPaM), CHCTEME U CETH PeIUIMKaIlNH, TEPMHUHATLHEIM H BUPTYyaIbHEIM YCTPOKCTBAM.

6.2.12 Mepsr Do 3aluTe TEXHHIECKUX CpeAcCTB JOJDKHBI HCKITIOYaTh
HECAHKIIMOHUPOBAHHEIA [JOCTYIl K CTAllAOHAPHBEIM TEXHHWYECKHM CpeJcTBaM, 00pabaTeIBaroIIuM
uHbOpMaNHIO, CpeacTBaM, OOECHEYMBAIOMINM (YHKIHOHMPOBAaHHE HH(QOPMAIMOHHOH CHCTEMBI
(manee - cpencTea obecreueHrs QYHKIMOHHPOBAHUA), U B MOMENIEHHS, B KOTOPEIX OHH MOCTOSHHO
PacloJIOKEHBl, 3aIUTy TEXHHYECKHX CpPEACTB OT BHEIIHHX BO3JACHCTBHH, a TakxKe 3alluTy
HHQOpMaLHH, IPEACTABICHHOH B BHAC HHPOPMATHBHBIX JJICKTPHYCCKHX CHTHAIOB H (H3HICCKHX
T10JIEH.

6.2.13 Mepsl mo 3amuTe HHOOPMAMOHHOH CHCTEMEBI, €€ CPEACTB, CHCTEM CBA3H H
nepenayd JAHHBIX JODKHBI obecmeduBaTh 3allUTy HHGOPMAIMH IIPH  B3aHMOJCHCTBHH
UHGOPMAIIHOHHOM CHCTEMBI WM €€ OTAENBHBIX CETMEHTOB C HHBIMH MH(OPMAlMOHHBIMH CHCTEMaMH
H UHPOPMAIMOHHO-TEIEKOMMYHHKAIMOHHBIMA CETSMH IIOCPEICTBOM IPHMEHEHHS apXHUTEKTYpBI
MHQOPMALMOHHON CHCTEMEI, IPOEKTHBIX pEIICHHH MO ee CHCTEME 3aliuThl HHQOpMaluH,
HalpaBJIeHHBIX Ha 00ecIeYeHne 3alUThl HHOPMaIiH.

6.2.14 Mepsl no ympaeieHuro KoHGurypamuedl HWHOOPMAIMOHHOH CHCTEMBI M CHCTEMEI
3AIIUTEl TEPCOHANBHBIX JAHHEIX JOMKHEI OGECIeUHTh YIpaBleHHe H3MEHEHHSMH KOHQHUIypamuu
HH(pOPMAIHOHHOMN CHCTEMBI, aHATH3MPOBATE TOTEHIHANBHOE BO3eHCTBYE IUIAHHPYEMEIX H3MCHEHMH
B KOH(HTypauuy HHQOPMAIHOHHOM CHCTEMBI M CHCTEMBI 3allUTE! [ICPCOHATBHBIX JAHHBIX, & TaKKe
OIpE/EICHHIO JIUI, KOTOPEIM DAa3pelICHBl JCHCTBHsA IO BHECEHHIO U3MEHCHHH B KOH(QHIYpalHio
MH(OPMAIIHOHHON CHCTEMBI H CHCTEMEI 3aIl[UThI IEPCOHANBHBIX aHHBIX.

7 Tloan3oBatean cermenta THC EUB/

7.1 B cermente TMC EWBJ] MOXHO BHUIEJHTH CIEIYIOIME TPYNIBI IIOJIb30BATEICH,
Y9aCTBYIOIHUX B 06paGoTKe W XPaHEHHH 3alMINaeMOH HHpOPMAIHK:

- aqmuuuctparop Ub;

- OTBETCTBEHHBII 34 OpraHu3aIyio 06paboTKH HHPOPMAHA U NEPCOHAIBHBIX NaHHBIX;

- OTBETCTBEHHEIH [10JIb30BaTEIb KPUIITOCPENICTB;

- TI0JIb30BATEIb.

T Apmunuctparop Ub

AnvurrcTpatop VB oTBETCTBEHEH 32 (YHKIHOHHPOBAHHE C3H, Bxmo4as 00CIIyKHBAaHHE H
HACTPOMKY aIMUHICTPATHBHO, CEPBEPHOMH H KIIMEHTCKOH KOMIIOHCHT.

Anmvunauctpatop Ub obnagaeT ciexyromnM YPOBHEM JOCTYIIa H 3HAHHUH:

- obnamaer monHON HMH(opManued O CHCTEMHOM H [PHKIAJHOM TNPOrpaMMHOM
ob6ecneuennn cermenta ['IC EMB/I;

- 06JIaaeT MOMHON HHpOPMAIEH O TEXHHYECKHX CPEICTBaX M KOH(HIypaliu CErMeHTa

T'IC EUB[I;
- MMeeT JOCTYI KO BCEM TEXHIYECKHM CpeaCcTBaM 00paboTKH HHObOPMAITHH U JaHHBIM

cermenra 'UC EXB/I;

- o6nanaer nonHoi nHbopManuei o cermente 'IC EMBJL;

- pMeeT monHbL nocTyn K Cp3U U IPOTOKONHMPOBAHUS M K YACTH KIIOYEBLIX SICMCHTOB
cermenrta ' IC EMB/I.

Ammunnctparop Mb ymonHOMOYeH:
- peanu30BhIBATL IIOJHTHKH 6e30IIaCHOCTH B 4YacTH HACTPOMKH CpPEICTB 3alllHTEI

MHGOPMAIMH, MEXKCETEeBEIX OSKPAHOB B COOTBETCTBAM C  KOTOPLIMH NOJIL30BATENB  TTOTy4aeT
BO3MOXKHOCTS paboTath ¢ snemenTamu cermenta ['VIC EWUB/;

- ocymectsth aymut Cp3U.
73  OrBeTCTREHHEIH 32 OPraHM3aUKIo 00paboTKH HHOPMALHH H TEPCOHAIBHBIX TAHHBIX
OTBeTCTBEHHBIH 3a Oprammsammio obpaGoTkum MHOpMANMH ¥ IEPCOHATBHEIX TAHHBIX

061a/126T CIIEAYIONTIM YPOBHEM JOCTYyTIa i 3HAHHH:
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- 3HaeT 3aKOHOJATeJbHbIE M HOPMATHUBHBIE IIPAaBOBBIE AaKThl, METOJUYECKHE H
HOPMATHMBHBIE MATE€PHANEl [0 BOIPOCAM, CBS3aHHBIM C obecnedeHneM HH(OPMANHOHHON
OezonacHoCTH;

- 3HaeT MOPANOK FKCIONB30BaHHA, 00paboTKH H XpaHEHHA KOHQHACHIHAIBHOH
HHGOPMALHH, B TOM YHCIIE IEPCOHANLHEIX JaHHBIX.

OTBeTCTBEHHBIH 3a opraHusanuio o0paboTku wHpOpManMd U IMEPCOHATBHBIX JAHHEIX
YIIOJIHOMOYEH:

= OCYIIECTB/IATh BHYTPEHHHH KOHTPONE COOMIOACHHS 3aKOHOAATENbeTBAa Poccmiickoi
Denepaudy B 9aCTH 3aIUTHI HHPOPMAIHH, B TOM YHCIIE NepcoHaTbHEIE JaHHbIe [T/1H;

- JIOBOAUTE O CBelcHHMs pabOTHHKOB IIONOXEHHS 3aKoHOAaTenbcTBa Poccuiickoi
denepanny B 9acTH 3aIUThl HHGOpPMAIMH, B TOM YHCIIE NEPCOHaIbHEIE TaHHbIe [T/TH;

= NpeNOCTaBIATE  HeoOXoAuMyilo  HMHGOpPMANMI0O IpH  NPOBEJCHHM  [POBEPOK
PETyJIUPYIONMMHA OpraHaMH, & TaKKe IPOBEJCHHH KOHTPONBHBIX MEPONPHATHH MO OOeCIeYeHHIO
HH(OPMALHOHHO} 6Ge30macHOCTH;

- OpraHM30BEIBATH TIpHeM B 00paboTKy obpalueHuit u 3anpocos cyobekToB I1][H wim ux
TpencTapuTeNel W (HIM) OCYLIECTBISIET KOHTPOIb 33 MPHEMOM M 00paloTKOM Takux oOpaieHui u
3aIIpoOCoOB.

7.4  OTBeTCTBEHHEIH OIB30BATENE KPHIITOCPEICTB

OTBeTCTBEHHbIH MOJB30BATENb KPHITOCPEICTB OTBETCTBEHEH 3a hyHKnmornpoBanue CK3M.

OTBETCTBEHHBI NONB30BATENs KPHITOCPEACTB 00NamaeT CIEAYIOMAM YPOBHEM JOCTyNa H
3HaHHUH:

- ob6nagaer moiHONW MH(MOpMANHEH O CHCTEMHOM H IIPHKIAJHOM NPOrpaMMHOM
obecneuenun cermenta 'YIC EVB/I;

- nmeeT uacTHyHbl goctyn K Cp3M m DpOTOKONHPOBaHHA M K HacTH KIFOYEBBIX
anemenTos cermenta [C EUMB/L.

- uMeet noJHei goctyn k CK3H.

OTBeTCTREHHBIH 0JIE30BATENs KPUIITOCPEACTB YIIOTHOMOYCH:

- PCANH30BLIBATE NOJUTHKH GE30IIaCHOCTH B 4acTH HACTPOHKH CK3H, nosporomue
H0JIB30BaTeNIO paboTaTh ¢ AIEMEHTaMH CerMeHTa I'MC EUBN;

= ocymecte1aTh aynut CK3H.

7.5  Tloms3oBarens cermenta [AC EVB/L.

TMomszosarens cermenta TUC EVB]l ocymecTsaser o6paboTKy 3ammumaeMoil HHGOpMaIWH.
O6paboTka HHGOPMAKMK BKIKOYAET: BO3MOKHOCTE IIPOCMOTpA 3amuImaeMoil MHpOpMauH, pPyIHOH
BBox mH(opmamuu B cucteMmy cermenta ['MC EMB/, ¢opMupoBaHHE CIIPAaBOK H OTYETOB IO
upHbOpMaIHK, NOTYYEHHOH H3 CerMEHTa 'AC EUB/1. [lonp3oBarens HE MMEET MOJHOMOYHH UIA
yIIpaBIeHus NOACHCTEMaMH 00paboTKU JaHHBIX H C31.

IMonp3osarens cermenta I'MIC EVB]] o61aaeT ciieQyionyM YPOBHEM JOCTYTIA U 3HAHMI:

- ob6mamaer  Bcemsm ~ HeoOXomuMbIMH  aTpuOyTamu  (HaIpHMED, IapoJeM),
06eCIeMBAIOIMME TOCTYII K HEKOTOPOMY IIOJIMHOXKECTBY 3alllHIaeMOH uH(opMaInm;

- pacrosaraeT KOH(HICHIHATbHBIMA JaHHBIMH, K KOTOPEIM HMCCT IOCTYIL.

8 TpeGoBanusa K NePCOHATY 10 0fecTeYeHHI0 3AMHUTEI uHpOpMANHH

8.1 Bce paGOTHHKH, SABJIAIOLIMECS IOIB30BATEIIAMA CErMCHTa T'UC EUB/, D0oKHBEI Y€TKO
3HAaTh M CTPOrO BBHIIOJHATH YCTAHOBICHHEIS NMpaBuUia H 0653aHHOCTH 110 JOCTYIY K 3alHIIaeMoil
uH(OpManKy | COGIIONEHHIO PeXUMa 0€30TacCHOCTH HH(pOpMaIHH.

8.2 Ilpu BCTymIEeHHH B JOJDKHOCTE HOBOT'O paboTHEKa, OTBETCTBCHHBIH 32 oOecredcHne
HezomacHOCTH HH(pOpMANUH M IEPCOHAIBHBIX JAHHBIX 00s3aH OpraHU30BaTh €ro O3HAKOMIICHHE C
JO/DKHOCTHO! MHCTpyKae# B HeoGXOMUMMBIMH JOKYMEHTaMH, PerilaMeHTHPYIOMHMH TpeOOBaHMs 110
sampTe MH(pOpMANMH, a Taike OOy4eHHE HABBHIKAM BBIIONHCHHS NPOLUCAYP. HEOOXOAMMBIX JUIs
CAHKIIMOHUPOBAHHOTO HCIIOJIE30BAHMS CETMCHTA 'UC EUB/L.
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8.3 Pa6GoTHHK J0JKEeH OBITH 03HAKOMJIEH CO CBeACHUAMH HacToAmeH IToMATHKY, IPHHATHIX
nponeayp pabotel ¢ anemenTamu cermenTa [VIC EMB]] u C3H.

8.4  Pabornuku, umeromme poctyn K cermenry ['MC EWB]/l, nmomkHBI CiienoBaTh
JCTAHOBJICHHBIM TIPONEypaM TOJUIepXKaHus pexnma GesomacHocTs MH(poOpManuu NpH BeiGope H
HICIIOJIb30BAHMH Iapoeii (€C/H He HCIOMB3YIOTCSA TEXHHYECKHE CPEJICTBA ay TEHTH(HKAIWH).

8.5 PaGormmku, umeromme goctyn k cermenty ['MIC EMB]l, moiokebl obecnevnBath
HaJUIeXKAIIYIO 3Ty 000pyAOBaHHU, OCTaBIIIEMOTro Oe3 MPHCMOTPa, 0COOEHHO B TEX CIydasx, Koria
B TIOMEIIEHHE HMEIOT JOCTYII IOCTOPOHHHE JHLEA, Bee I0Mb30BaTeIH JODKHEI 3HATh TpeOOBaHHS 110
6e30macHOCTH HHGOPMAIMH | TPOLEAYPH! 3alUTEl 000pyI0BaHHKS, OCTaBIEHHOro 6€3 npucMoTpa, a
TAK)XE CBOH 00A3aHHOCTH IO 00ECTICUEHMIO TAKOH 3aIllUTHL.

8.6 PaGoTHHKaMm 3anpeliaeTcs YCTaHABIHBATL IIOCTOPOHHEE MpOrpaMMHOe obecledeHue,
HOKJIIOYATh JTAYHBIE MOOHIIBHBIE YCTPOHCTBA H HOCHTEH MH(OPMAIIHH, 8 TAK)KE 3allHCHIBATL HA HUX
3aIMIAaeMy0 HHPOPMAIIHIO.

8.7  PaGoTHHKaM 3ampemaeTcs pa3riamarh 3allHIaeMylo HHPOPMaIHUIo, KOTopas CTaja UM
ussectHa npu pabote B cermente 'MIC EUB/I, TpeTsuM nHIaM.

8.8 Ilpu pabore ¢ sammmaemoli unpopmammeit B cermenre 'MC EMB]] pabGorHuKH
06513aHEl 06ECIIEUUTh OTCYTCTBME BO3MOXKHOCTH MPOCMOTpa 3aImHINaeMod HHGOPMalHH TPETBUMH
JHMIaMH ¢ MOHHTOpoB APM WM TepMEHAIIOB.

8.9  Ilpu 3aBepmenunu paGots B cermente ['MC EVB]] paGoTHHKH 00s3aHBI 3aIUTHTE APM
MM TEPMHHATE C NOMOIIBIO GNOKHPOBKH KIIOYOM HIH SKBHBAICHTHOTO CPEJCTBA KOHTPOJLA,
HAIPEMEP, JOCTYTIOM 110 [IaPOJTIO, €CITH He UCTIONB3YIOTCs 60JIee CHIBHEIE CPE/ICTBA 3AllUTHI.

8.10 PaGorHwkM JOMKHB OBITH MPOHH(GOPMHPOBAaHEI 00 yrpo3ax HapyMICHHA pPeXHMa
6e30MacHOCTH HEPOPMAIIMH H OTBETCTBEHHOCTH 3a €ro HapymeHnue. OHH JO/DKHEI OBITE O3HAKOMIICHEI
C yTBepXIeHHOH (opManbHOH MpONENyPOH HANONKEHHS JUCHHINIMHAPHBIX B3LICKAHWI Ha
pabGOTHHKOB, KOTOPBIE HAPYLIMIIH IIPHHATEIC IIOJTHTAKY M POLCAYPEI 6esonacHocTH [1/1H.

8.11 PaGoTHHkM o0bs3aHel Ge3 mpoMmeqaeHus coobmars 060 Bcex HabmOJaeMbIX HIH
0J03pHTENBHBIX Ciydasx pabotsr cermenta IMC EWB]I, Morymux nopiedb 3a coboii yrpossl
6e30MacHOCTH MH(OPMAITIH, & TAKXKE O BEIABIEHHBIX UMM COOBITHAX, 3aTParkBarOMHX Ge3omacHOCTE
EH(bOPMAIIHH, PYKOBOACTBY IIOJIpa3ielieHys. | Iy, OTBEUAIOMEMY 33 HEMEUICHHOC pearipoBatue
Ha yrpo3bl 6e30macHOCTH HHpopMarun.
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